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First: Introduction

IT considered as one of the most important pillars within Bank ABC,

which exhibited by Bank's adoption to COBIT framework, to achieve
Bank's strategic objectives.

This Framework (COBIT) maintains the required balance for
achieving bank's ultimate benefit while reducing risk levels. Also
enabling the Bank to manage IT in a comprehensive and balanced
manner that conforms to its objectives and ensures the optimal
exploitation of its resources. This integrates efforts in all areas to
achieve the desired benefits for internal and external stakeholders.

Note: This manual should be read together with bank’s corporate
governance manual.

Second: Definitions

The Board: The Board of Directors of the Bank / Jordan.
Governance of information and related technology:

The distribution of roles and responsibilities and description of
relationships between different parties and stakeholders (such as the
Board of Directors and Executive Management) in order to maximize
the organization’s value added by following the optimal approach
that ensures a balance between expected risk and return, adopting
the rules, bases and mechanisms necessary for decision-making, and
identifying the bank’s strategic directions and objectives as well as
the relevant mechanisms to control and monitor compliance in order
to ensure the bank’s sustainability and development.

Management of information and related technology: a set of
ongoing activities that fall under the responsibility of the Executive
Management. Such activities involve planning achieving the strategic
goals including alignment and regulation, construction and
development activities including purchase and implementation,
operating activities including delivery of services and support, as well
as monitoring activities including measurement and evaluation to
ensure continuous achievement of the bank’s strategic goals and
directions.
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Governance and Management Objectives: A set of practices
and activities stemming from the organization’s policies that
are necessary to achieve the IT/Alignment Goals.
IT/Alignment Goals: A set of primary and secondary goals
relating to the governance and management activities of
information and related technology that are necessary to
achieve the Enterprise Goals.

Enterprise Goals: A set of objectives relating to the corporate
governance and Enterprise management that are necessary to
achieve stakeholder’s needs and objectives of this code.
Senior Executive Management: It includes the bank’s CEO,
Executive Vice President, Senior Vice President, Head of
Internal Audit, Head of Compliance and Risk Management
Department Manager, as well as any of the bank’s employees
who holds an executive power parallel to any of the powers of
the said executives and who directly reports to the CEO.
Stakeholders: Any person that has an interest in the bank, such
as shareholders, employees, creditors, customers, external
suppliers or concerned regulatory authorities.

Cyber Resilience: The banks’ ability to anticipate, endure,
contain, and quickly recover from a cyber-attack.

Cyber Security: Protecting the confidentiality, integrity and
availability of the banks’ information and information assets in
cyberspace from any cyber threat, through a set of relevant
means, policies, instructions, and best practices.

Third: Scope:

This manual and guide include all bank’s IT-based operations in
various branches and departments. All stakeholders and related
parties concerned with applying the instructions, each fitting to
attached role and location.

Fourth: Key stakeholders and their responsibilities:

Chairman and Members of Board of Directors: Assigning the
responsibilities of overall direction of the governance, supports and
provide needed funds as required.

CEO, EVPs, and SVPs:
Assigning the responsibilities of hiring qualified experienced people

in Bank's operations and characterize mapped tasks and
responsibilities.
IT Head, Steering Committee of Information, and related

technology:

Fulfilling mapped responsibilities with all related stakeholders,
recommending the necessary resources.

Internal and External Audit:

To evaluate and audit the allocation of resources and concerned
management, I&T projects, and bank’s linked operations
concentrated on a specialized technical review, also internal audit to
participate as independent consultant and observer when required.

Risk, compliance, and legal departments:

Risk main role Integrates risk governance and management overall
I&T governance and management within the bank. Legal are involved
to provide a legal advice and guidance on matters of law and legal
protection for sales, purchasing, customer support, licensing, and
other, as compliance Keeping bank activities in strict compliance with
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all related regulations (internally and externally, ensuring bank is
compiled).

Fifth: Principles of Governance and Management Information and
Related Technology:

The Governance and Management of Information and Related
Technology includes implementation of several policies, practices
and procedures that supported by bank’s structures (hierarchical)
and set work duties ensuring the fulfillment of IT strategic objectives
in the bank which stemmed from the bank’s strategic objectives in
line with the availability of controls to prevent unwanted events, or
to pre-mitigated.

The governance and management of information and related
technology rely on six principles for the governance system as
follows:

1. Provide value to stakeholders

2. Holistic approach: A governance system for the banks' I1&T
is built from several components that can be of different
types and that work together in a holistic way.

3. Dynamic governance system: This means that each time one
or more of the design factors are changed (e.g., a change in
strategy or technology), the impact of these changes on the
EGIT system must be considered.

4. Governance Distinct from Management.

5. Tailored to bank needs: using a set of design factors as
parameters to customize and prioritize the governance
system components.

6. End-To-End Governance System

Sixth: Goals of Governance and Management of Information and

Related Technology

Governance and Management of

Technology aims to achieve:

1. Meeting stakeholder needs and realizing bank’s objectives and
trends by achieving IT/Alignment goals to guarantee:

a. Providing quality information as a pillar supporting decision-

making mechanisms at the bank.

b. Prudent management of IT resources and projects optimize

resources utilization.

c. Providing a technological infrastructure that support and

enables the bank to achieve its objectives.

d. Upgrading bank’s various operations by employing efficient

and reliable technological systems.

e. Management of IT risks providing necessary protection for

bank’s assets.

f. Assisting in achieving compliance with the requirements of
laws, regulations, and instructions, also compliance with the
strategy, policies, and internal banks’ procedures.

Improving the internal control system.

Optimizing the level of users’ satisfaction resulted of
information technology through meeting work needs
efficiently and effectively.

i. Managing services of external parties entrusted with carrying

out operations, tasks, services, and products.
2. Achieving comprehensive governance and management of
information and related technology.
3. Adopting business practices and rules in governance and
management of IT operations, projects, and resources.

Information and Related
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4. Segregating Board’s operations, functions, and responsibilities in
the field of governance from falling under the responsibility of
Executive Management regarding information and related
technology.

5. Strengthening self-control and independent control mechanisms
in addition to examining compliance in the areas of governance as
well as management of information and related technology
towards improved performance and continuous development.

Seventh: Committees:

1. IT Governance Committee
The committee composition and its methodology:
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Approving the overall IT resources and projects budgets in line
with the bank’s strategic objectives.

Generally supervising and reviewing the progress of IT
operations, resources, and IT projects through the IT steering
committee.

Reviewing main issues highlighted in the IT audit reports
through Audit Committee and follow-up in taking the
necessary actions to address deviations.

Making recommendations to the Board to take the necessary
actions to correct any deviations.

Adopting Cyber Security Policy.

Adopting Cyber Security Program.

Examining compliance with Cyber Security Policy and
Program.

2. IT Steering Committee:

The committee composition and its methodology:

The IT Steering Committee formed and chaired by the CEO and
members from senior executives, including IT head, Risk
Management Department Manager, Cyber and Information
Security Department Manager, and the Head of Internal Audit.
The Committee permitted inviting any employee to attend its
meetings.

The Committee meeting at least once every three months.
The Committee documents meetings in proper minutes of
meeting.

Committee responsibilities:

Reviewing annual plans to achieve Banks’ strategic
objectives approved by the Board and overseeing
implementation-ensuring completion also monitoring
internal and external factors affecting the same on a
continuous basis.

Linking Enterprise goals to IT/Alignment goals, approving
and reviewing on an ongoing basis ensuring the
achievement of bank’s strategic objectives and the
purposes of the instructions, identifying, and reviewing set
of Measurement standards, assigning concerned Executive
Management staff to continuously monitor such standards,
and informing the Committee thereof.

Adopting the importance and priority of Governance and
Management Objectives and their relevance to Enterprise
Goals and IT/Alignment Goals, in addition to related
components. This Adoption based on annual reviews and
study considering design factors of COBIT 2019 framework
guidance, aligned with Bank's specificity and strategies.
Endorse results of above-mentioned study to Governance
Committee.

Making recommendations for the allocation of financial and
non-financial resources necessary to achieve governance
and management objectives, with the support of efficient
human resources in the right place.

Arranging IT projects and programs by priority.

Monitoring the level of technical and technological services,
raising efficiency, and improving them on a continuous
basis.

Making the necessary recommendations to IT Governance
Committee
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e Providing IT Governance Committee with minutes of
meetings thereof on an immediate basis.

Eighth: Related Departments tasks and responsibilities:

The responsibility of the related departments at the bank is assuring
that all tasks were implemented from them and in compliance with
governance code, as following:

Information Technology Department:

Provide information technology services that meets the bank
operation’s needs.

Execute projects in a project management frame in time and
financial budget under the related international standards.
Assuring the integrity of applied software and the resources of
technology within the bank operations.

Applying the security systems, the best international best
practices as well as the bank policies and procedures.

Cyber and Information Security Department:

Directly supervising the development of the cyber security
program and policy and ensuring the implementation of, and
continuously reviewing and updating the same.

Assessing the adequacy and efficiency of the cyber security
program and policy.

Continuously reviewing the effectiveness of the protection
controls adopted in the company’s cyber security policy
Identifying and assessing cyber risks.

Recommend the applicants of the best international practices
regarding the information security with the consistence of the
policies and bank strategies.

Business Continuity Unit:

Develop the bank business continuity plan.

Oversee the execution of business continuity plan.

Prepare periodic testing results reports and pursue the solutions
of the resulting problems.

Prepare and update the business continuity management policy.
Develop Business Continuity Plan for Cyber Security Scenarios
/Incidents and conduct regular testing.

Human Resources Management

Raising the competitive level of skills generally for the bank
employees and especially for the information technology staff
by training, to achieve the information technology department’s
goals.

Coordinate with the related information technology
departments to provide the appropriate training programs.
Provide the human resources staff to generally execute the
information technology projects according to the requirements
of the governance and management of information and related
technology code. In addition, provide the staff the required
training in order to obtain specialized professional certificates
(ISO¢« PMP« CISA).

Provide the human resources staff to implement Cyber Security
Program, and provide staff with the required professional
certificates like 1S027001/2, CISM, CEH, NIST, CISSP
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Coordinate with Cyber and information Security Department
Manager to provide the staff with awareness training regarding
Cyber Security, and response plans.

Risk Management Department

with  the
implementation of the approved risk management framework

Provide assistance to other departments
and the management of technology risks on the bank
operations.

Transparency in the disclosure of the benefits, cost, and
information technology risk.

In addition to responsibilities mentioned in Cyber and

Information Security Governance and Management Code.

Compliance Department

Assuring the compliance of information technology practices
with the approved internal policies at the bank, regulations, and
regulatory instructions.

Assuring the compliance of information technology practices

and its contribution in the bank’s compliance with the
regulations, systems, and instructions.

Internal Audit Department

Assuring the implementation of the instructions and reporting
to the related parties according to the approved audit plan.
Assuring the availability of efficient human resources staff and

systems that help the department in their audit role regarding
to this code perfectly.
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